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EXECUTIVE SUMMARY

This is the report for the 18-month research ptojeto “The use of Near Field
Communication technology in mobile phones for pubiansport ticketing”,

performed as part of the Department's Transporthiielogy and Standards
research programme.

The Transport Technology and Standards Researgngonone has identified NFC
as a technology with potential as both an ITSOetidarrying device and an ITSO
ticket reading device (for retail sales and / okét validation).

The project objectives were to:

1. Demonstrate the use of an NFC device as a certlfi&D customer
medium;

2. Demonstrate additional functionality to enable @CN\device to perform
as an ITSO compliant Terminal capable of readinglidating and
updating ITSO customer media;

3. Develop the ITSO Specification changes necessaryernable the
certification of an NFC device acting as an IT&0ninal as per objective
2.

A further objective to demonstrate NFC devicesrnactis ITSOterminals in the
live environment was dependent on the enhancementeofT®BO specification
being accepted in time. The scope of this enhancehss wider application than
NFC and discussions are still continuing in ITSOcHrdcal and Security
Committees. If approved, the enhanced specificatiauld enable trials or
implementation of NFC for remote retail/validation.

The project was broken down into the following sk

e Scoping Study: To document the requirements for the project asd
those requirements to identify the technical angistical scope of the
project.

« Risk Analysis To ensure that the use of NFC devices in an ITSO

environment did not introduce new security vulnéitads, i.e. the overall
level of security within the ITSO environment shibulot reduce. All
identified risks were catalogued and suitable ceutméasures defined.

e Trial: To assess the suitability, both technically andialy, of NFC
devices as ITSO customer media.

e ITSO Specification Analysis. to identify and document the minimum
changes necessary to the ITSO specifications toleMN+C devices to be
used as ITSO POSTs, communicating with an ISAM ibaak-office
server. Also, to actually draft an ITSO Part 14 ¢onsideration by the
ITSO technical committee.

e Bench test: to implement and validate the proposed enhancemen
identified by the ITSO specification analysis.

Prj 1057 D15 v1.2 www.chyp.com



NFC for public transport ticketing Project Report

The following key lessons relating to ITSO on NF@re learned during the

project:

Read range is a key factor in the reliability ofcantactless ticket.
Particularly in a high throughput, “touch and gaive#onment such as
transit.

Despite being considerably slower based on labyaisal the speed
disadvantage of CMD2 was not noticed in the trialhe speed of
interaction between the card and terminal is noessarily the bottleneck,
depending on how the customer experience has bgdemented. In the
trial, the additional second required to process
CMD2 made no discernable difference to the trigigierience.

NFC devices are capable of being made sufficiesdéigure to act as an
ITSO POST for all transaction types to all customedia types.

It was of great benefit to the trial that the phomeere used across three
different operators. This enabled us to clearbnidy faults that were
related to ETM configuration issues rather thanNR€ phone.

The ITSO certification processes need to allowrfon-card form factors,
for example by including more read range testingetsure different
antenna designs function adequately.

Certified equipment needs to be extensively figsted by the scheme
operator before deployment to ensure correct dperan the field.
Employing certified terminals may not be enough elasure correct
operation in the field or provide adequate protectagainst transaction
failures.

The following conclusions were drawn from the exgeces during the project:

The six-month trial clearly demonstrated the pogrior NFC devices as
an alternative housing for ITSO customer mediae fEthnology worked,
thus fulfilling the first project objective. The ajority of users were
extremely positive. However, there are some isshegond the
technology that may limit any commercial servicethe short term. In
particular:

0 NFC market penetration. There are a limited number of handsets
commercially available; this limitation was accdypéafor a trial
but may cause issues for a real service. It is @rgethat NFC-
enabled mobile handsets will gain significant fiacduring 2010.

0 NFC application delivery. The trialists were delivered handsets
preloaded with necessary software. The standavdsngble
delivery of applications to people’s existing mebphones are
still developing.

0 ITSO scheme maturity. Live ITSO schemes are still in the early
stages of learning how best to deploy the techryologtheir staff
and customers.

Whilst the trial proved NFC devices can be sucediysfised as Customer
Media, the second project objective was to investigvhether off-the-
shelf NFC devices could be used as ITSO POSTs. b&heh test proved
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that this was definitely possible, implementing @mer of successful
prototypes and fulfilling the second objective. wéwer there are certain
limitations that require consideration, should tldencept be taken
forward:

0 CMD2 speed issues. The majority of NFC phones going forward
are expected to use the mobile phone SIM as thgesetement.
This would mean that under current ITSO specificati they
would have to operate as CMD2. It is likely thatthe short to
medium term it would be difficult to develop ITS@mications
for SIMs that meet the new CMD2 performance requams
without the mobile operators having to purchase B&Ms.

0 Onlineissues. The presence of the ISAM in a back-office server
means all such transactions have to be on-lineahtrme. There
are some speed-critical operational environmentsrevtsuch a
requirement will be a distinct disadvantage. Whspeed of
transaction is essential, such as a high througlgtitg system, a
standard POST is likely to continue to be more appate to
maintain the speed of transactions.

« As occasional ticket inspection devices, persoeaminals, or lower
volume terminals (e.g. bus depot ticket officesyvbwer, NFC provides
the potential for considerably cheaper hardwarermidtives for ITSO
POST applications.

« As per the third project objective, potential ITSEpecification
enhancements were identified and proposed to IT@@dnsideration, to
enable NFC devices to be used as ITSO POSTswe ativironment.

« Once suitable ITSO specification enhancements lme:n made, there
would be considerable value in carrying out livalsrof NFC POSTSs.

e Such terminals could then be used to test thehiifiaand performance
of an NFC POST architecture in various scenariosbkng:

0 Visualisation of tangible commercial applications;
0 More accurate figures on reliability and performanc

e A suite of fully functional demonstration devicesapable of
demonstrating commercial applications to which tteehnology is
applicable would be a powerful tool in communicgtisoth the potential
and limitation of NFC devices as ITSO POSTSs.
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ABSTRACT

This is the report for the 18-month research ptojeto “The use of Near Field
Communication technology in mobile phones for pubiansport ticketing”,
performed as part of the Department's Transporthmelogy and Standards
research programme. It contains a summary of @l work undertaken, a
discussion of the matters arising, conclusionsrandmmendations.
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1 INTRODUCTION

This is the Report for the 18-month research ptojeto “The use of Near Field

Communication technology in mobile phones for pultiansport ticketing”, performed as
part of the Department’'s Transport Technology andn&ards research programme. It
contains a summary of all the work undertaken, scudision of the matters arising,
conclusions and recommendations.

1.1 Background

This section provides the reader with some briekeound material on the technologies and
organisations behind this project.

1.11 What is NFC?

Near Field Communication (NFC) is a short wave gacbhmmunication technology that is
capable of both securely reading from and writmgther radio communications media, such
as contactless smartcards, RFID tags or other MiaBGled devices.

NFC devices can operate in two modes:
« Passive: An NFC device can operate passively, acting mikeha contactless card.

« Active An NFC device can operate actively, searchinigotiuer devices with which
to talk to, acting much like a contactless terminal

NFC can be used in a variety of devices; howevés,in the mobile phone market where the
technology has achieved most traction thus far.

NFC devices contain a special piece of securitgllvare known as a secure element. The
secure element enables the NFC device to storgmimr keys and secret data in much the
same way as a standard contactless smartcard,asuttiose used for Contactless banking
payments, or contactless travel schemes such aer@ydTSO.

1.1.2 Contactless ticketing in Transit

Contactless smart card technology has become a@asingly significant in initiatives to
improve ticketing security and efficiency in thensport sector. Schemes such as the
Octopus card in Hong Kong and the Oyster card indom have shown the value of such a
scheme in increasing speed and convenience witle nebiust protection against counterfeit
ticketing.

A number of standards and specifications are &ailan the transit sector, one of which is
ITSO. More detail is given below.

1.1.2.1 CEN 1545

This is an international standard that definesdtinecture of data elements for use in smart
card based transport systems. The most recernbresss published in 2006 and has two
parts:

» Identification card systems - Surface transportieations - Part 1: Elementary data
types, general code lists and general data elements

» Identification card systems - Surface transportliegions - Part 2: Transport and
travel payment related data elements and code lists

Prj 1057 D15 v1.2 WWW.C .com 1



NFC for public transport ticketing Project Report

These two documents define the building blocks sesmy to create a standard set of data
elements and code lists for use in the creatisudfice transport related data sets which may
reside on a transport card.

CEN 1545 explicitly states that compliance withsihespecifications does not ensure for
interoperability. It is left to the application lideérs to provide for interoperability.

1.1.2.2 CEN 15320 (IOPTA)

CEN 1532, more commonly referred to as IOPTA (loperable Public Transport
Applications) was most recently updated in 2008.

IOPTA describes the minimum requirements for aeroperable transport application that
may exist on a machine readable card. IOPTA isntelclygy neutral, describing data sets,
security requirements and card / terminal inteoactiat the logical level.

1.1.2.3 IS0 24014-1

Last updated in 2007, 1ISO 24014-1 (Public transpdnteroperable fare management system
— Part 1: Architecture) defines a common architectar the implementation of Interoperable
Fare Management Systems (IFMS). The IFMS architedhcludes definitions of functions
such as:

« Management of Application;

* Management of Products;

* Security management.
1.1.2.4 1TSO

ITSO was formed in 1998 to build and maintain ac#mmation for secure ‘end-to-end’
interoperable ticketing transactions, utilizingenagdnt ISO and emerging CEN standards. The
ITSO Specification supports CEN 1545, 15320 and 13@14-1. It is a common
specification at both the card and application lleteeenable the use of interoperable smart
cards in transport primarily in the UK.

As well as maintaining the specifications, the IT®@anisation is also responsible for
certifying cards (known as Customer Media) and teais (known as POSTSs) and supplying
the terminal security SAMs (known as ISAMSs) necessaiynplement the scheme.

1.2 Project Objectives

The Transport Technology and Standards Researchrgmme identified NFC as a
technology with potential as both an ITSO ticketrgiag device and an ITSO ticket reading
device (for retail sales and / or ticket validajion

The project objectives were to:

1. Demonstrate the use of an NFC device as a certifie® customer medium in a live
ITSO environment.

2. Demonstrate additional functionality to enable d&N\device to perform as an ITSO
compliant Terminal capable or reading, validatingd aupdating ITSO customer
media.

3. Develop the ITSO Specification changes necessagnable the certification of an
NFC device acting as an ITSO terminal as per obje&

A further objective to demonstrate NFC devices ractas ITSOterminals in the live
environment was dependent on the enhancement ¢f 8@ specification being accepted in
time. The scope of this enhancement has wider @ijan than NFC and discussions are still
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continuing in ITSO Technical and Security Commistedf approved, the enhanced
specification would enable trials or implementatasiNFC for remote retail/validation.

1.3 Project Partners

Consult Hyperion was the lead organisation forghgect and managed the whole project,
providing the majority of the effort in project magement, trial management, analysis,
specification, design, build and report writing.

Consult Hyperion was assisted by the following gcbpartners:

» ESP Systex (experts in ITSO implementation with certified guzts). ESP provided
some ITSO software components for use on the pl8ive and personalization
services to configure the phones for the trialwadl as detailed technical advice
throughout the project

*  MVA (incumbent technical consultants to NoWcard) whtec as primary liaison
with the organisations involved in the live trialdabridged any gaps between the trial
and the transport operators).

We also wish to acknowledge the contribution offtilowing organisations:

* O, provided expert advice on running successful NF@lstr and supplied and
unlocked the trial phones;

* Nokia provided advice on successfully utilising the NE@ttires;

« NoWecard and those organisations participating in that seheimcluding the bus
companies and the local council, provided volurgeetrial the technology.

14 Document Scope

This document is intended to provide a clear owsvvdf the research project, its objectives,
work packages, results and conclusions.

The scope of the research project is defined inendletail as the individual work packages
are discussed in Section 2.

1.5 Reference Documents

This report summarises the findings from a numbegsroject deliverables. For a list of all
the project documentation cited in this report, Appendix A.

1.6 Terms and Abbreviations

The following table lists the common terms and aklations used in this report.

Term Meaning

CM Customer Medium. An ITSO term referring to the media used to hold
a customer product (e.g. a contactless smartcard)

CMD Customer Media Definition. Refers to the specific hardware
specification of the Customer Media.
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Term Meaning

CMD2 One of the eight different CMDs currently defined for ITSO. CMD2 is
known as generic microprocessor.

CMD3 One of the eight different CMDs currently defined for ITSO. CMD3 is
the definition for ITSO on a MIFARE 4k platform.

CMmI Customer Media Interface. Refers to the device that interacts with
customer media (i.e. the device containing the card reader).

ETM Electronic Ticket Machine

GPRS General Packet Radio Service, a means of providing a data

connection to mobile phones

HOPS An ITSO term. Host Operator or Processing System

IFMS Integrated Fare Management System

IOPTA Interoperable Public Transport Application

IPE ITSO Product Entity. An ITSO term referring to the data element
stored in Customer Media containing an ITSO product.

ISAM ITSO Secure Application Module (ISAM). An ITSO term for the smart

card used to (amongst other things) implement the secure processing
required within an ITSO terminal for the creation and validation of
ITSO products.

ITSO Originally stood for Integrated Transport Smartcard Organisation.

MIFARE | A proprietary technology owned by NXP used to deliver contactless
applications.

NFC Near Field Communication

POST An ITSO term meaning Point Of Sale Terminal.

PDA Personal Digital Assistant

RFID Radio Frequency Identification

SAM Secure Application Module.

SIM Subscriber Identity Module. The smart card used within a GSM

phone to identify it to the network

SRA Structured Risk Analysis. A Consult Hyperion methodology for the
structured analysis of IT systems for the purpose of identifying where
those systems might expose the organisation operating them to risk.

STR Stored Travel Rights, an ITSO product to which value can be credited
and debited.
SWP Single Wire Protocol. An emerging standard defining the

communication between the NFC chip set and a secure element held
within the GSM SIM.
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2 METHODOLOGY

This section describes the different work packagedertaken as part of this project, the
objectives of each work package, and the apprad@ntto meet those objectives.

2.1 Overview

In order to meet the project objectives as outlime&ection 1.2, a number of inter-related
work packages were performed, as shown in Figureldw:

Project Management
Scoping Study = Risk Analysis — Trial
ITSO Specification Analysis
| !
Bench Test

Figure 1: Project work package overview

Each of the work packages shown in Figure 1 isflgridescribed in the following
subsections. A brief description of each of thesek packages and how the inter-relate is
given in the following subsections. For more detai the specific approach and findings of
each work package can be found in Section 3.

2.2 Project Management

The following table summarises and shows the fayels that were established to ensure
suitable project governance, and the organisattatsvere involved in the various layers.

Project Summary of responsibilities Participants

Governance Layer

Steering Presented with project progress at key decision DfT, NoWcard,

Committee points in the project. Provided advice on these key Consult Hyperion
decisions.

Project Board Presented with project progress on a monthly basis.  DfT, ITSO, 02,
Responsible for project oversight, and review and Consult Hyperion

acceptance of project deliverables
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Project Summary of responsibilities Participants
Governance Layer

Project Responsible for the day to day running of the project, Consult Hyperion
Management including:

« Arranging, preparing and minuting all Steering
Committee and Project Board meetings

e Maintaining the project risk, issue and action

logs
e Providing DfT with timely information on project
progress
Project Team Responsible for the execution of the project work Consult Hyperion,
packages ESP Systex, MVA

Consultancy

Table 1: Project governance summary

2.3 Scoping Study

The first stage of the project was to perform gswg study to define in more detail the way
in which the tasks outlined in the work specifioativould be achieved.

2.4 Risk Analysis

After the scope had been fully agreed, a risk aislywas performed on the environment
defined in the scoping study to ensure that theofisd~C devices in an ITSO environment
did not introduce new security vulnerabilities,. ite overall level of security within the

ITSO environment should not reduce.

2.5 Trial

Once the project had been fully scoped, and threari technical and project risks identified
and countered, a live trial using NFC devices ast@uer Media was performed. See
Appendix B for a description of the phone capapilieveloped for the trial.

2.6 ITSO Specification Analysis

In parallel to the live trial, analysis was perfeunin order to identify and document the
minimum changes necessary to the ITSO specificatiorenable NFC devices to be used as
ITSO POSTs, communicating with an ISAM in a backeaf server, based on basic
architectural principals outlined in the scopinggdst

2.7 Bench test

The main objective of the bench test was to implgmeand validate the proposed
enhancements identified by the ITSO specificatioalysis.
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3 RESULTS

This section summarises the results of the vandases of the project. The issues that arise
from these results and the lessons that can bacléare then discussed in Section 4.

3.1 Scoping Study

3.1.1 Objectives
The objectives of the scoping study were as follows
» To document the requirements for the project, aseawith key stakeholders
» To use those requirements to identify the techrandllogistical scope of the project:

o Technical: how should the trials and bench test be defieeldrtically?

0 Logigtical: How should the trials and bench test be carriet fam a
logistical perspective? Who should be the usetsatwiraining do they
require, etc?

3.1.2 Approach
In order to meet the above objectives, the follgissks were undertaken:
* Arequirements gathering workshop was held with @keholders;
» A number of technical options were identified retjag how the work could proceed;

» The requirements and technical options were revdelaye Consult Hyperion, MVA,
ESP and ITSO;

* Preferred options were identified, and the reagprbehind those choices were
documented, reviewed by the Project Board and approby the Steering
Committee;

» A project plan was produced to define the pathelovery.

3.1.3 Findings
The analysis performed in the scoping study leithédfollowing key decisions being made.

 The trial would use a Nokia 6131 phone as ITSO arust media in the live
operating environment. The primary reason for thi&as that it was the only
commercially available NFC handset freely availabtethe time the purchasing
decision had to be made.

e The ITSO Shell set-up and ticket types supportedewdefined in order to be
compatible with the live scheme chosen. It wasd#etthat the set-up should be
identical to a card type already trialled within \Moard so as to minimise issues
arising that are unrelated to NFC.

» The three organisations to provide trialists welentified. By splitting the trialists
across 3 organisations it was hoped to increaseetiilience of the trial.

The scoping study also resulted in the logisticatl @ommercial scope of the project,
including:
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» Resource plan for ITSO specification analysis agmch test development;
» Other project planning:

o Definition of the project communication strategy;

o Definition of the project data protection strategy.

3.2 Risk Analysis

3.2.1 Objectives
The primary objectives of the risk analysis worklgge were to:

» Identify technical risks from the introduction ofR into an ITSO environment and
ensure suitable countermeasures are availableitdaimal TSO security.

» Identify risks to the project, as outlined in thmging study and identify mitigating
actions that can be taken to minimize those risks.
3.2.2 Approach
A two-pronged approach was taken to analysing risk:

* Analysing technical risk: Technical risks were identified using Consult Esipn’s
established Structured Risk Analysis (SRA) methogil

» Analysing project risk: A systematic analysis of the risks to the taskiirmd in the
project plan was undertaken to identify risks te siccessful completion of the pilot
project

The approach taken to assessing these two typeskdbr the project is shown in the figure
below:

IDENTIFYING TECHNICAL RISKS

Identify new Identify Identify Identify Propose
technical and [ relevant P relevant  »] significant [»] counter- ﬁ
logical elements vulnerabilities threats risks measures
e ~ | Document risk
IDENTIFYING PROJECT RISKS assessment
A Identify " ! Classify risk Propose ey e
Produce BICHES > stakeholders [ \dentify riSES - »{ severity and §—»] mitigating Q
plan eachtask | A
for each task : probability steps

Figure 2: Risk Assessment process

All identified risks were catalogued and suitalemtermeasures defined.

3.2.3 Findings

The performance of the Risk Analysis as outlinedvabled to the identification of a small
number of significant technical and project risks.

3.2.3.1 Technical Risks

One significant new area of risk was identifiedtibg analysis for the use of an NFC phone as
ITSO customer media, as shown in Figure 3.
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4 N
New components and connections

NFC phone

ITSO product

trial end user
ITSO POST

Figure 3: NFC as customer media architecture assessed in Risk Analysis

* RISK 1: The NFC phone might be used as a point of attaeltémnpt to compromise
the integrity of ITSO IPEs in order to defraud @$0O scheme.

This risk is analogous to potential attacks in otiygproved ITSO customer media.
However, an NFC handset is inherently more compled flexible than existing
ITSO customer media, and therefore merits specditsideration with regard to the
risks introduced.

Three further significant new risks were identiflegthe analysis of the use of an NFC phone
as an ITSO POST talking to an ISAM held in a baifice server, as shown in Figure 4.

. )
’ New components and connections
E’ ack-Office
ISA perimeter router Mobile data FC phone
Server
- "“Vc ey
2t
ISAM connection Internet "57-’.,,_' -/V
Mobile data ) ;
wireless network ~connection ITSO Card
access point NFC/Wireless PDA E
) @ ITSO product
L ISAM Ticket inspector trial end user y

Figure 4: Distributed POST physical model assessed in Risk Analysis

 RISK 2: The mobile data connection between the PDA or plamkthe wireless
network access point may be used as a point afkattaattempt to compromise the
integrity of ITSO IPEs (enabling them to obtainudalent travel rights) and ISAM
communications (enabling them to fraudulently vaéda ticket) in order to defraud
an ITSO scheme.

This is a new risk, introduced by the separatiothef point of interaction with the
ITSO customer media (for validation and sales psepp from the ISAM, requiring
communications with the ISAM to travel over the rtelolata connection.
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RISK 3: The Internet connection between the wireless ndétvaocess point and the
Back Office perimeter router may be used as a pofnattack to attempt to
compromise the integrity of ITSO IPEs and ISAM conmications in order to
defraud an ITSO scheme.

This is a new risk, introduced by the separatiothef point of interaction with the
ITSO customer media (for validation and sales psepp from the ISAM, requiring
communications with the ISAM to travel over thegimtet.

RISK 4: The Internet connection between the wireless ndéhaocess point and the
Back Office perimeter router may be used as a pofnattack to attempt to
compromise the confidentiality of ITSO IPEs and MbAommunications in order to
discredit the security and privacy protectionshef ETSO NFC scheme.

This is a new risk, introduced by the separatiothef point of interaction with the
ITSO customer media (for validation and sales psepp from the ISAM, requiring
communications with the ISAM to travel over theelimtet.

3.2.3.2 Technical Countermeasures

Two technical countermeasures were proposed torerthat the risks identified were
sufficiently mitigated to maintain the integrity BfSO security:

COUNTERMEASURE 1: The ITSO NFC phone should undergo full ITSO CM
certification, with careful consideration given IS0 as to whether this new type of
customer media is suitably secure to be introdudedive ITSO environments.

Certification of the phone as customer media hasyd been the intention for this
pilot, before deploying in a live ITSO environmenthis countermeasure mitigates
against Risk 1.

COUNTERMEASURE 2: A suitable security protocol should be devisecefand
above the protection provided by ITSO seals) tdgmtocommunication between the
ITSO NFC PDA and the ISAM, as this communicatioavéls over insecure
networks (i.e. the mobile data network and theriveg.

This could be using a standard security protocathsas https, or something
proprietary to the distributed ISAM architectureheTmost appropriate way forward
needs to be decided during bench test design, dme sdditional security on this
communication is required to take into account fdet that it is distributed over
insecure networks.

The techniques required to secure such a systemwalle understood and in
commercial use in the finance and mobile industries

This countermeasure mitigates risks 2, 3 and 4.

The ITSO specification changes put forward musiuithe security requirements that
ensure that all subsequent developments in the epaethsector also implement this
countermeasure.

Prj 1057 D15 v1.2 WWW.C .com 10



NFC for public transport ticketing

3.2.3.3 Project Risks

A number of project risks were identified and magththroughout the lifetime of the project.

Project Report

The five most severe risks and how they were mahageshown in Table 2.

Description Probability | Severity | Mitigating action

ITSO products might not have | Low High This was tested as early as

worked in the MIFARE possible in the project. The

emulation required for the testing completed successfully

NFC phones. This had not

been proven prior to the start

of the project.

The trial might not have Low High Trial participants were well

received the necessary co- trained and kept up to date

operation from the throughout the trial.

participating operators and Relationships already existed

users. between the organizations
participating in the trial. Users
were incentivised by being
allowed to keep their phone post
trial.

NFC phones being used as Low High The NFC phones were certified

media might have caused as Customer Media by ITSO.

damage to ITSO scheme The ITSO certification process

customer media readers. makes sure that the phone acts
correctly as media in a way that
is compatible with compliant
readers.

NFC phones being used as Low High The ITSO certification process

media readers might have ensured that any phone used as

caused damage to ITSO a reader will interact safely with

scheme customer media when card media.

being read.

It might have been difficult to Low High A handset manufacturer and

source the NFC-capable
handsets, or handsets of the
correct type.

mobile operator were invited to
be involved in the project. They
were able to ensure access to
quantities of suitable handsets at
a time when they were not
commercially available.

Table 2: Summary table of high severity project risks

3.3 Trial

3.3.1 Objectives

The objective of the trial was to assess the silitigtboth technically and operationally, of

NFC devices as ITSO customer media.

3.3.2 Approach

The requirements gathering process during the sgagiudy was used to discuss, define and

approve the scope of the trial.
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The approach to running the trial was as follows:

A maximum of 50 trialists would be supported (theaf number used was 40);
The trial would run for six months;

Trialists were split across three organisation tinimize the possibility of
organisational issues biasing the trial results;

Three different bus fleets were used to minimisepbssibility of bus specific issues
biasing the trial results;

A summary of the trial was provided to key stakelos within the organisations
providing trialists;

A training session was provided to these key stalkieins showing them how to use
the phone, and enabling them to pass on the tratointhers;

A comprehensive User Manual was provided to allists;
A support website was made available to all tris]is

A detailed set of operational procedures were &shadal and carried out periodically
throughout the trial to ensure things ran as snpaih possible;

Trialists were requested to provide weekly feedt@atiphone usage
Multiple channels were set up to gather both ermglicand subjective trial results:
0 Weekly feedback reports via support website or phon
0 An exception reporting process via trial co-ordimat
o Back office data gathered from NoWcard;
o An end of trial questionnaire;

The trial results were analysed and a final repartiuced for DfT.

Before the trial could take place there were alsmmber of technical tasks that had to be
completed:

The loading of ITSO shells to the NFC phone by E$Btex
The Certification of the phone as customer meditnbsgri

The development and testing of the software orptiane to enable the customer to
interact with their ITSO shell to read last 3 traet®ons, balances etc.

The development and testing of web and phone fekdirad support applications

The personalisation and delivery of the trial preteethe trial co-ordinators

See Appendix B for a description of the phone cidipadeveloped for the trial.

3.3.3

Findings

A four pronged approach was taken to gatheringdeta:

Weekly feedback reports:. trialists were encouraged to fill in a simple feadk report
on a weekly basis, indicating the amount they heeHuthe phone, and the extent to
which that usage had been successful.

Exception reports. trial co-ordinators were provided with a means tmtact the
project team to report any significant errors ohabeof their trialists.
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« HOPS transaction logs: the transaction logs from the NoWcard HOPS were
processed to extract details of all successfukaetions performed with trial phones.

» End of trial questionnaires. upon completion of the trial, each trialist wasuested
to fill in a brief questionnaire detailing theirgeriences during the trial.

The results gleaned from each of these four appesmare summarised in the following
subsections.

3.34 Weekly feedback reports

The trialists were provided with a mechanism vigirtiphone or via the trial support website

to provide weekly feedback reports regarding theage and experience with the phone over
the previous week. An analysis of these reporsgdide the data taken from the HOPS
transaction logs (Section 3.3.6) identified that:

» The peak usage of the trial was in the first twanths;

» The reliability of the trial technology improved riderably during the last two
months of the trial.

These trends are consistent with known issuesifahin the Exception reports (see Section
3.3.5).

3.3.5 Exception reports

The trialists were able to report specific issuethgir trial co-ordinator. Over the course of
the trial, 40 such exceptions were raised. Analydi these reports led to the following
findings:

* The vast majority of the errors reported were dua specific hardware problem on
one fleet of buses, unrelated to the NFC trial. ewthis hardware fault was resolved
with two months of the trial still to run, relialhyl improved considerably.

» A specific problem with the NFC phones was ideetifi The NFC phones used in
the trial, Nokia 6131 have an embedded antennadtsgnificantly smaller than that
embedded in a standard contactless card. As &goesce, the distance from which
the phone can successfully communicate with a lolusttmachine is shorter. This
led to the phone being more susceptible to'tvemsactions.

* The increased susceptibility to torn transactiateniified a possible issue with the
bus ticket machines with regards to how they ream/érom torn transactions. The
full diagnosis and resolution of existing ticketahae issues were beyond the scope
of this trial. However, a detailed technical repof our findings was provided to
NoWocard technical consultants to enable furtheegtigation.

3.3.6 HOPS transaction logs

Detailed transaction logs were provided to thd team from the ITSO scheme HOPS. In
total, 1,476 transactions were performed over ttla¢ period. Analysing these logs alongside
the weekly feedback reports led to some interesgaglts.

e Trialists coming from one bus operator experiencedfailed transactions at all
during the trial period (out of 198).

L A torn transaction is one where the phone is resddvom the reader before transaction processing
has successfully completed.
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e Transaction failures dropped considerably (by ci080) after the identified terminal
hardware issues on the other bus fleet were fixed.

e The transaction logs showed some STR balance gautes. This finding was
consistent with the potential terminal problem itiféed with regards to the handling
of torn transactions that had already been repsoot&bWcard technical consultants.

3.3.7 End-of-trial questionnaires

All trialists were presented with an end of trialkegtionnaire and requested to fill it in by their
trial co-ordinator, but, as anonymous volunteemrsrenunder no obligation to do so. Twenty-
five trialists returned the end-of-trial questiomea These were evenly spread across the
three trial organisations.

Ten representatives attended a detailed debrisfoseto discuss the trial results, including
the trends identified in the analysis of the quastaire. None of the trialists attending this
debrief were aware whether any of the 15 non-redpois did not respond for negative
reasons (e.g. disappointment with the technologpeurtral reasons e.g. simply too busy).
Therefore, the results summarised below are asstoniee indicative of the trial population

as a whole.

The following list summarises the responses reckeive
» “Do you prefer using a phone or a card?”

0 14 had also had experience of using a NoWcard. thefe 14, three
expressed a preference for the card.

+ “Did you find the phone application helpful?”

o All respondents were positive about the value @& phone application
enabling ongoing access to card balance and ththtag transactions.

*  “Was there anything about the trial that wasn't matkear to you in the training
material you were provided with?”

o All were happy with the training material for users
o Concern was expressed that more driver trainingldhimave been given.

o One user pointed out that if they had been awatbeointermittent nature of
some faults that would have helped.

« “If the technology was offered as a full servicguhd you prefer to use a card or a
phone?”

0 Three trialists expressed a preference for a card:
= Two because they don’t always carry their phone.

= One because they had concerns over the relialifitthe phone
technology.

*  “When you provided feedback, did you mostly use pene application or the
website?”

o All the respondents preferred the phone in gendénaligh one did express
that the website was more useful for in depth faekb

0 The phone is always with you at point of use.
0 The website log-in process was a barrier to entry.

» Fifteen respondents took the opportunity to prowadeitional feedback
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o Four users expressed particular enthusiasm in gdbkan technology rolled
out.

0 Ten users highlighted the importance of drivemirag and support.

o Five trialists stated that initial problems with B3 had tarnished their
experience.

o Three users pointed out the importance of fall-bgckcedures when
technology fails.

3.4 ITSO Specification Analysis

3.4.1 Objectives

The objective of this work package was to define tmecessary ITSO specification
enhancements to enable NFC devices to be usedc&FPDSTSs.

The business requirements for the ITSO specifinatiohancement analysis performed were
driven by recognition that they should be conststeith the requirements underpinning the
ITSO specification. These can be summarised asvisll

1. The NFC POST shall be capable of performing all théunctions of a standard
POST

The Work Specification for the research made ctbat it should investigate the
possibility of NFC devices being used for all ITEROST functions (Retailer, Service
Operator, Application Issuer). Therefore the NFGST should be capable of being
certified as meeting all existing POST requirements

2. The NFC POST shall be at least as secure as a standl POST

The research must provide evidence that the propestancements to the ITSO
specification do not increase the risk of fraudhimitan ITSO environment. This may
result in new security requirements for NRDSTs in addition to existing POST
security requirements.

3. All CMDs shall be supported unless it is not possib to do so without
compromising security

The research project was tasked with maintainiegptitincipal of enabling all cards
to interact with all terminals or provide compefjievidence as to why this was not
possible.

4. The recommended ITSO enhancements should not favouany particular
implementation, where options exist

The resulting recommendations should be generichnteal requirements,
constraining implementation as little as possible.

5. The recommended ITSO enhancements should not unnesarily hinder
relevant commercial activity of which DfT or the research team are aware

The only relevant work identified was d®AM-Array proposal that had been

submitted to, and discussed by, the ITSO Techr@cahmittee. All aspects of this
proposition that weren't deemed to be in confli¢gtmthe other requirements were
included in the first Part 11 draft written by CalidHyperion.

The significant departure from the existing speciftation was:
6. The ISAM shall not be co-located with the card readr
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The possibility of including an ISAM in an NFC degi was discussed during the
project scoping study, but this would be anothgsl@mentation of a standard POST.
Only the distributed approach was therefore pursued

3.4.2 Approach

The approach to this work package was as follows:

« An initial proposal of the required specificatiohanges was drafted based on the
technical conclusions of the Scoping Study anditidings of the Risk Analysis.

» The initial proposal was reviewed by DfT and ITS@laipdated based on comments
provided.

* The bench test was implemented in accordance hétlidcommended enhancements
in order to assess their viability.

« A final enhancements recommendation was producemk dhe bench test was
complete.

« The final set of enhancement recommendations weea tised as the basis for
producing a draft ITSO Part 11 for submission ®IfAiSO Technical Committee.
3.4.3 Findings

A number of basic principles were used to shaperédmemmended ITSO specification
enhancements. These principles are taken fronméewof different sources.

From the ITSO specifications, any specificationrges:
* Must maintain interoperability, loss-less data $rairssion and security.
» Must not favour particular implementations.

From the project Risk Strategy:

» The new risks introduced by decoupling of the ISAMm the Customer Media
Interface (CMI) must be directly addressed.

From existing relevant proposals to the ITSO TecdinCommittee:

« An ISAM Array, with distributed Card Media Interfasg is a core enabler to
allowing innovative service delivery (such as NFOST devices).

With these principles in mind, the following enhanments were deemed to be necessary to
allow NFC devices to be used as ITSO POSTs:

1. Strong Mutual Authentication is required between blaek-office systems and the
Customer Media Interface. This will require sechaedware (e.g. a mobile phone
SIM) within the device reading the ITSO Customer Medi

2. Data between the back-office systems and the Custdaedia Interface shall be
encrypted.

3. If the above requirements are met, then specialigiom doesnot need to be made
in the specification to allow for the restrictiofi acceptable CMDs at the ISAM
Array, and no restrictions need to be placed onfihetionality of an NFC POST,
beyond the existing requirements on a standard POST

3.4.4 Alternative Approach

The recommendations of this project were presetddtie ITSO technical committee and,
whilst it was acknowledged that the recommendatioese necessary to meet all the
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objectives defined in Section 3.4.1, there is mderamongst the ITSO community in an
alternative approach that is technically simplet, with some operational limitations.

The alternative approach would be to have a Custdfedia Interface without the additional
security defined in this section, but reducing esxpie to risk by restricting its usage to certain
operational scenarios, and limited Customer Megmegs. Whilst this would not satisfy
research objectives 1 and 3 in Section 3.4.1, ésdwave potential commercial application
provided the necessary ground work is done to ensis implemented securely, and suitable
agreement is reached that allow such a device tediected to communicate with a subset of
ITSO Customer Media.

3.45 Conclusion

The proposal put forward by this project enabled\&€ device to be used in a distributed
architecture as if it were any other POST devia#h wo restriction on usage or architecture.
The downside, however, is a more complex clientlémentation, which may not be
attractive to implement in non-NFC contexts.

The alternative approach would be able to be imphaed using far simpler clients, but

particular POST implementations would need to beessed in order to understand and
mitigate potential fraud (for example, this apptoanght be suitable for downloading tickets
to a phone after purchasing over the internet,notitfor implementing a hand held ticking

device for a train guard). Also, the alternatiypmach would not be suitable for use with
some of the cheaper CM types that have less secaigbility built into the card.

It may be that both approaches have a future repeniding on the operational requirement.
The simpler alternative approach described aboegariently being pursued for ITSO Part 11
in the Technical Committee.

3.5 Bench Test

3.5.1 Objectives

The objective of the bench test was to implemerg titoposed ITSO specification
enhancements in order to identify any changes sacgdo the recommendations before
delivery.

3.5.2 Approach
The following approach was taken to produce thebdest:
« Afunctional specification of the bench test wasdurced;

» The functional specification was reviewed by DfTddiSO and updated based on
feedback proved;

» Atechnical design was produced based on the fumaitispecification;
» The bench test was implemented and tested basix alesign specification;
» The bench test was demonstrated to the steeringittes;

» A bench test final report was produced detailirggghtcome of the bench test.

The bench test functional specification definedgh tevel architecture as shown in Figure 5.
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Figure 5: Bench test architecture

The function specification defined a number of cases for which this architecture was used:

e Top-up of value for the purchase of travel on mmhihone via mobile phone
application;

» Validate ticket products on mobile phone or cardgis PDA;
» Top up of stored-value on mobile phone or cardgiBi6 based terminal;
» Addition of Product (Concession) to mobile phoneanmd via PC based terminal.

All the use cases were implemented with the mopliene operating as both CMD2 &
CMD3 in order to provide a more complete picturetlod impact of the proposed ITSO
Specification enhancements.

The bench test technical specification definedélsbinical implementation of the use cases in
the functional specification, including detailedsim of the message flows for both CMD2 &
CMD3 for the implemented use cases. Figure 6 stenwexample of one of the message
flows from the bench test technical specification.
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In order to test out the recommended ITSO spetificaanhancements, a new security layer
was implemented between the web service and théo@es Media Interface (CMI), as
shown in Figure 7
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3.5.3 Findings

Transaction bench marking was then performed aatbdhe use cases in order to identify
the impact of this additional security on transactperformance. The bench test was not
optimized for speed or reliability; therefore thesults were purely comparative and not
indicative of potential real world performance.

Figure 7: Bench test security layer

The results were as follows:

» Provided that the master key for a given CMI (elgore, PDA or PC) is suitably
stored and processed in secure hardware, it makes $or derived session keys to
be used in software environment to improve transagberformance (provided the
lifetime of each session key is limited to a singtansaction or one minute,
whichever is sooner). This improved the efficien€yhe bench test security layer by
a factor of three.

» The increase in transaction times from the additibrthe security layer shown in
Figure 7 is considerably less than the differenebvben using CMD2 (Generic
Microprocessor) and CMD3 (MIFARE 4K) without any #@dahal security. This is
due to the overhead of implementing secure mesgdgmCMD2. E.g. MIFARE
using a distributed POST architecture and the mmutdik security required to protect it
is still significantly faster than a generic micropessor card without the additional
security. In our bench test environment, an unset@MD2 transaction was just
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over one second slower than an unsecured CMD3 ttimsa Adding the security
layer to both CMD types lengthened the transadtipapproximately 300 ms.

» The biggest single factor influencing transactidinses across the three different
client platforms tested on the bench test was tfferent communication networks
used between the CMI and the Web Service. Commiimnsawhere network
latency and transmission times are highly variagie the most widely distributed
results and the worst performance, as evidencdtidoglata gathered using Bluetooth
and GPRS compared to a fixed line.

» The bench test analysis also looked at the impectifferent CMI platforms and the
different transactions types performed had on &etisn performance, however,
these were insignificant in comparison to the impcthe three factors mentioned
above.
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4 DISCUSSION

This section presents the points of interest to ecamt of the research described in the
previous two sections. A number of issues arase,aanumber of lessons were learned from
the work. These issues and lessons fell into @mgichcategories:

* NFC: The majority of the points of interest that aroserevdirectly related to NFC
phones or supporting technologies;

» ITSO: Some of the issues were not directly NFC relatather, were specific to the
problem of implementing ITSO on an NFC device.

4.1 NFC

The following subsections detail the issues iderdifind lessons learned that come directly
from the use of NFC technology.

41.1 Phone read range

As outlined in Section 3.3.5, the NFC phone uskd, Nokia 6131, has an antenna that is
considerably smaller than that in a standard ctlets smartcard. Thus, whilst from a
processing and security perspective the NFC phpeeates as a standard Java Card, where it
does differ is in the physical dimensions of thdiosaantenna embedded in the device.

This smaller antenna meant that terminals couldead the NFC phones from as far away as
a standard card. In our laboratory testing thenphead range read (2.5 cm) was only around
40% the read range of a standard card (6 cm). [€adsto the phone being more vulnerable
to transaction “tearing”. A torn transaction issomhere the processing on the card is unable
to successfully complete due to it being forcibdynoved from the terminal’'s RF field too
early. If the distance away from the Terminal dtick that RF field is strong enough to
communicate with the card is short, then the pribibabf tearing is increased.

This problem is not a problem with NFC in generather it is a feature of the Nokia 6131
handset in particular. For example, Nokia's negheration NFC phone (6212) has a
considerably larger antenna, and therefore is ntitipated to experience this problem. The
Nokia 6131 was used for this trial because it was anly commercially available NFC
handset when the project began. More and more NF@dsess are appearing. The ITSO
certification process will need to be streamlinedieal with the extremely high turnover of
such handsets (replaced on average every 18 mwiitha new model).

It is likely that a majority of the errors reportechen the phone did not work at the first
attempt, and then worked on subsequent re-presatitmere torn transactions, due to this
fact that the trial phones were more prone to meatihian cards. It would also explain why
there seems to be considerable variance in the mtes from one individual to another. For
example, when looking at the five heaviest usersrayst the trialists, two did not report a
single transaction failure, whereas one experierecédal error rate of at least 30%. The
extent to which an individual experiences torn seations with a device that is prone to such
an error will be dependant on the presentationnigcie of the individual. For example, do
they put the phone on the reader or hold it jusva® Do they wave it or keep it still? How
long do they leave it there? Also, the physic&mation of the terminals varied between bus
fleets. On one bus fleet, the card reader waztiotal, allowing the phone to be placed onto
the reader and let go. However, on another fibetreader was at an angle, meaning that
trialists using these buses had to keep hold oplieme throughout the transaction.
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All these factors would significantly increase tikelihood of a torn transaction.

4.1.1.1 Lessons learned

* Read range is a key factor in the reliability ofantactless ticket. Particularly in a
high throughput, “touch and go” environment suclrassit.

» User technique in presenting the phone to the rezatehave a significant impact on
reliability.

» The physical location and orientation of card readman affect user practice, and
therefore transaction reliability.

41.2 CMD Issues

The ITSO specification currently supports eightfediént card types (CMDs). The ITSO
cards currently in circulation are dominated by tfehese types:

« CMD2 — Generic Micro-processor;
+ CMD3 - MIFARE 4K.

The NFC chip in the Nokia phone used for the iga Java Card, which is a type of generic
microprocessor card, and therefore capable of gaim CMD2. It was also capable of
emulating CMD3.

At the start of the trial, the NoWcard ETMs wereyoable to support MIFARE, and the
scheme had a derogation from ITSO to allow thagasibn.

However, the derogation was due to expire durirggtttal. Therefore it was highly likely
that the ETMs would be upgraded to support all o@EIDs (including CMD2) during the
trial period.

Whilst the derogated terminal worked with a MIFARBulation, the ITSO specifications
contain clauses that disallows a fully compliant HO from accepting a generic
microprocessor card (CMD2) emulating a MIFARE card.

For these reasons the phone was issued with thabitiap to act as both MIFARE and
generic microprocessor.

The phone was used as MIFARE for the first four thenof the trial and generic
microprocessor for the last two months.

4.1.2.1 Issues with MIFARE

During the course of the trial ITSO decided to digimue MIFARE as an ITSO CMD.
MIFARE Cards will no longer be able to be issuettrathe end of 2009, and all MIFARE
cards will be removed from circulation by the efi@016. This is due to a security flaw with
the platform highlighted by recently published aaadt research.

Thus, a future NFC implementation of ITSO Customedia would not be able to do so by
emulating MIFARE after the end of 2009. A numbeMNHC secure elements are based on
Java Cards with built in MIFARE emulation capalilitHowever, similar products are also
able to emulate DESFIRE, which is the CMD type niidsly to replace MIFARE as the
most issued type in the medium term.

4.1.2.2 Issues with generic microprocessor

The generic microprocessor CMD type supports arsao@ssaging protocol that requires far
greater interaction between the terminal and the d&an MIFARE. Therefore, even though
the computing power of the card is greater, theQTt&ansactions are typically considerably
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slower. This was certainly a fact confirmed by tasults of our bench test, where typically
generic microprocessor transactions took threestimeger than MIFARE transactions.

The transaction times for CMD2 platforms currentigployed have led ITSO, during the
course of the trial, to put a timetable in placed@continuing CMD2 implementations that
do not meet a newly defined minimum benchmark @etisn time. The implementation of
CMD2 used in the bench test would not be able tetrtiés new benchmark. One possible
way round this would be through allowing CMD2 capthtforms unable to meet the
requirements to emulate other, faster media sudhE&FIRE, however, under current ITSO
rules, a fully compliant ITSO POST is not allowediteract with a generic microprocessor
card emulating a less secure alternative CMD (fgrthe generic microprocessor to be used).

4.1.2.3 Lessons learned

» Despite being considerably slower based on labysisalthe speed disadvantage of
CMD2 was not noticed in the trial. The speed aéraction between the card and
terminal is not necessarily the bottleneck, depemoin how the customer experience
has been implemented. In the trial, the additicealond required to process CMD2
made no discernable difference to the trialist éepee, as the overall time it took
the bus driver to interact with the ETM was consiiéy longer than the actual
transaction time.

4.1.3 Accessibility Issues

A number of issues relating to accessibility wetised during the trial by users that provided
useful lessons to anyone wishing to roll out NFises to a wide demographic:

» Size of display, brightness of display and fontestan be a real barrier to some
customers.

» Familiarity with mobile phones varied dramaticallyd made a significant difference
in user confidence when interacting with the tplabnes.

4.1.3.1 Lessons learned

* Phone applications that allow users to interacthwiteir ITSO data should be
configurable to maximise accessibility (e.g. fomtrgy, audible interaction, etc.).

» User training is vital to helping achieve a minimlewel of competence with the
technology to avoid the customer having early baubgences with a tool that should
be a benefit.

» Driver training is equally important. A suspicioos uncertain driver will only
compound the issues experienced by unconfidenbitgss.
41.4 NFC provisioning Issues

There are wider issues to do with NFC that, wiitstond the scope of this particular project,
are important to consider for any future live seegi and therefore worth outlining in this
report.

The model for issuing and personalising mobile ghrSO applications has the potential to
be far more complex than that for a card. The iepibn issuer is not necessarily the
hardware issuer, creating security, commerciallagidtical issues.

4.1.4.1 Security Issues

In our trial, the phones were personalised in s&edurin the same way as a card, before
delivery to the customer. Thus we were able toexssting card processes. In the future, it is
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expected that NFC phones will have applications@mdent loaded over the air using secure
protocols. However, these protocols were not icgkt the time of this project.

4.1.4.2 Commercial Issues

For a real service, the relationship between thidviare owner (the mobile phone operator)
and the application issuer need to be carefullynddf particularly with regards to exception
handling and customer service handover.

4.1.4.3 Logistical Issues

Once an NFC phone with an ITSO application has Iseenessfully provided to a customer,
there are a number of on-going issues for a phuatedio not apply to a card:

* What if the customer changes mobile operators?
* What if the customer upgrades their phone?
* What if the customer’s phone application is deleted

A mobile phone service can be delivered using iexjstard personalisation processes,
however it is unlikely to be the most desirablerapph when delivering services on a large
scale.

Mobile phone standards bodies are currently workingousiness models and standards to
enable such services to be securely deliveredthirecthe mobile phone, whilst in the hand
of the customer. However, it may be a while usiith standards are mature.

415 NFC devices as terminals

The bench test focussed on the potential for uNIRG devices as ITSO POSTs. The results
of the bench test, make it clear that such a degicgable, but there are performance and
reliability issues (depending on the implementgtitmat limit its applicability to carefully
selected operational use cases.

4.1.5.1 Lessons learned

* NFC devices are capable of being made sufficiesglyure to act as an ITSO POST
for all transaction types to all customer mediaet/p

* Whilst technically capable of performing as an ITBOST, functional, performance
and reliability issues will mean that in practibd;C devices will be most suitable for
use in particular operational use cases (e.g. dewdth good, high speed online
connections, and lower transaction throughput requénts). For example, Figure 8
and Figure 9 show the performance over 20 trarsatof a stored value top-up
transaction using the bench test. The first figghlews top-up via a mobile phone,
using GPRS. The second shows top-up via a PC hasedhal using a broadband
internet connection. The three lines corresportiéamplementation of a distributed
terminal with an ISAM in a back end server with tedlowing security options
implemented:

* No additional security (this provided a performabemchmark to assess the
relative impact of the security on transaction speet does not comply with
the recommended enhancements).

» Software security. This is when transient sesseps only are used in
software. Persistent card keys will still only §i®red and used in secure
hardware.

» Hardware security. This is when all keys, persisi@r transient are only
stored and used in secure hardware.
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Figure 8: Transaction performance for STR top-up using GPRS
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Figure 9: Transaction performance for STR top-up using fixed line internet

It is clear from these figures that different impkntations of an NFC terminal will vary
considerably in terms of performance and relighiland not all implementations will be
applicable to all terminal use cases. E.g. it rhayacceptable for home top-up of your
personal balance via your mobile phone to take @@eseconds one time in 20, but it will
certainly not be acceptable at a high-throughpautsit gate.
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4.2 ITSO

The following subsections detail issues and lesslomishave arisen from the project that are
ITSO related.

4.2.1 Implementation Issues

There is a considerable amount of complexity inlementing the ITSO specification, the
majority of which is to ensure future interoperabil For example, a certified ITSO terminal
must be fully capable of interacting with all eidfiS0O cards types, even though the scheme
within which it is operating may only be issuingeoaf those card types to its customers.
This adds considerable complexity to any ITSO taghimplementation.

Because the ITSO POST development in the reseasishdane in a bench test environment,
we were able to focus on the two CMD types capableeing supported by the trial phones
(CMD2 and CMD3). However, if an NFC ITSO POST waréde deployed commercially in
a live environment it would have to be capableupfmrting all eight card types.

According to the scheme operator, one of the safeetits of the trial was that the reduced
read range of the mobile phones helped flush ol EBues that would otherwise have taken
longer to identify.

4.2.1.1 Lessons learned

* It was of great benefit to the trial that the promeere used across three different
operators. This enabled us to clearly identifyltiadhat were related to ETM
configuration issues rather than the NFC phone.

 The complexity of ITSO that is necessary to achi@veroperability places a
considerable ETM management overhead on ITSO sclopmetors. The pioneer
operators are currently working hard to establishcgsses to ensure that this
management can be successfully performed. Therlegkey are learning will be of
considerable value to future ITSO operators. ETBués were proven to be the
source of the majority of errors experienced by titi@ists, and the management
overhead and terminal complexity made it very diffi to identify and resolve these
issues quickly.

4272 Certification Issues

The ITSO certification process is designed to supghee interoperability requirements and
necessarily has to test a number of operationaliredoperability scenarios that will only
occur very occasionally in the current market. sThinteroperability should provide
considerable long term benefit.

With regards to the mobile phone trials, ITSO diedtion was far less straightforward than

initially expected. This was predominantly duethe need for the testing process to be
adjusted to deal with non-card form factors, asdhisting tests implicitly assume credit-

card-sized tokens.

4.2.2.1 Lessons learned

* The ITSO Certification processes are currently @anotric and need to allow for
non-card form factors. For example:

o More read-range testing to ensure different antedeaigns function
adequately.

0 The ITSO certification service has a very speadifimit to perform a set of
tests on submitted cards and POSTs and report dadke result and does
not currently provide much in the way of diagnastior assistance in
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identifying reasons for failure. For a specifioatias complex as ITSO, such
diagnostic capability would be of tremendous value.

» The issues experienced with ETMs in the phone higthlight the fact that testing in
the lab is not enough to ensure correct operatiothé field. It is important that
certified equipment is extensively field tested by scheme operator before
deployment, as deploying certified terminals does, im itself provide adequate
protection against transaction failures due to B&bhnical issues.
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5 CONCLUSIONS

This section concludes what has been achieved sigdie project objectives. As stated in
Section 1.2, the project objectives were to:

1. Demonstrate the use of an NFC device as a certifis® customer medium;

2. Demonstrate additional functionality to enable d&N\device to perform as an ITSO
compliant Terminal capable of reading, validatingd aupdating ITSO customer
media;

3. Develop the ITSO Specification changes necessapgnéble the certification of an
NFC device acting as an ITSO terminal as per Obe&

5.1 Objective 1

Demonstrate the use of an NFC device as a certifi¢fiSO customer medium

The six month trial, described in Sections 2.5 ar®lhas clearly demonstrated the potential
for NFC as an ITSO customer media. The technolegsked. The majority of users were
extremely positive.  Therefore, the conclusiontlti project is that NFC technology is
suitable for use as NFC customer media today.

However, the following should be considered:

» CMD2 speed issues.The majority of NFC phones going forward are &teé to use
the mobile phone SIM as the secure element. Thisldvmean that under current
ITSO specifications they would have to operate €. It is likely that in the short
to medium term it would be difficult to develop I@Sapplications for such SIMs that
meet the recent clarification by ITSO of CMD2 minim performance requirements.
Further development of SIMs, potentially in co-opiera with an interested mobile
operator, would be required to overcome this is$Merk is already underway to
produce a CMD2 platform implementation that can tméege ITSO speed
requirements.

In the short term, NFC market penetration may biending factor for introduction of any
widespread commercial services. However, NFC céipais expected to be widespread in
most new mobile handsets by the end of 2010.

The question of NFC application delivery will alseed to be considered. The technology
may currently be best suited to a large closed gismIp services (e.g. or a mobile operator’s
customer base or a university campus) such that ghmnes could be delivered pre-
personalised to customer with a pre-establishexstést in the technology.

5.2 Objective 2

“Demonstrate additional functionality to enable anNFC device to perform as an ITSO
compliant Terminal capable of reading, validating ad updating ITSO customer
media.”

In order to achieve this objective with off-the-sHeFC phones, it is necessary to separate
the ISAM from the device and place it in a backesffserver. Our risk analysis identified
some key new risks that such an architecture espogeur recommended specification
enhancements and subsequent bench test showetibsewisks could be mitigated to ensure
overall ITSO security is maintained.
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The conclusion of this project is that off-the-shFC devices could be used as ITSO
POSTs.

However, the following limitation would need to bensidered:

* Online issues. The presence of the ISAM in a back-office serverans all such
transactions have to be on-line in real time. &l@e some speed-critical operational
environments where such a requirement will be tindisdisadvantage. Where speed
of transaction is essential, such as a high throuigbating system, a standard POST
is likely to continue to be more appropriate to m&in the speed of transactions. As
occasional ticket inspection devices, personal itats, or lower volume terminals
(e.g. bus depot ticket offices) however, NFC presidhe potential for considerably
cheaper hardware alternatives for ITSO POST apijuita

5.3 Objective 3

“Develop the ITSO Specification changes necessary énable the certification of an NFC
device acting as an ITSO terminal as per objectiva.”

This project developed a set of recommended changés ITSO specifications. Discussions
with the ITSO Technical Committee highlighted tHatre were different views on the scope
and requirements for the addition to the SpecificatAn alternative proposal is progressing
through the ITSO Technical and Security Committees.

These recommendations (as summarized in Sectignhavke been provided to ITSO for
consideration. There is as yet no indication astiether they will be accepted in a form that
will enable the deployment of the bench test tetdmyoin a live ITSO environment.

If suitable specification enhancements were maueconclusion of this project is that there
would be considerable value in implementing thes®mmendations in terminals suitable for
trialing in a live environment.

Such terminals could then be used to test thebilifiaand performance of an NFC post
architecture in various scenarios, enabling:

» Visualisation of tangible commercial applications;

* More accurate figures on reliability and performanc
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6 RECOMMENDATIONS

As with Section 4, our recommendations are sepanat® two sections, those relating to
NFC and those relating to ITSO.

6.1 NFC-related recommendations

NFC devices have potential to act as both custonesgtia and POSTs. We recommend that
any party looking to pursue either of these ideamroercially consider the following:

1. For customer media

a. Define service delivery model: The technology for performing transactions
is ready, but the standards around service deligegystill maturing. It is
important to have a clear and workable servicevdpli model before
commencing deployment. The simplest service deliveodel would be one
which involves the delivery of phones to customams-configured with an
ITSO application. Configuration of phone post dety provides far more
flexibility but is far more complex.

b. Consider performance requirements:. A potential stumbling block to
commercial services of this kind might be the perfance of existing CMD2
implementations. To meet these requirements magyine some bespoke
SIM card development before a commercial servicgsilsle.

c. Familiarity with technology: A customer and driver training programme is
required if any commercial service is to be sudoés$his would set their
expectations of the technology and ensure that kney what to do in the
event of any failures.

2. For POSTs:

a. Give careful consideration to the operational emwvinent in which you wish
to deploy NFC. The bench test results clearly stiat distributed terminals
will not be suitable for all operational scenarias, for some (particularly
high throughput) environments it will always be fgrable for the ISAM to
be co-located with the card media interface to ensmptimal transaction
speed.

b. There is a need for extensive user acceptancadessfore going live with
any ITSO terminals, as it became clear from thal résults that ITSO
certification alone may not guarantee successéid foperation.

6.2 ITSO-related recommendations

Some things could be done to make engagement W0 Ifor the development of this type
of technology easier in the future:

1. The presentation of a new form factor for ITSO ifiegtion as an existing CMD
should trigger some pre-defined processes to cenglie wider impacts for security
and commercial impact. For example, does the netfgom introduce new security
risks? How should the new form factor be braf@ed

2 As part of this project, Consult Hyperion advis€80 on the development of branding guidelines for
ITSO compliant mobile phones.
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2. It would be beneficial to have a more outward fgcifSO resource — “an account
manager” who would be able to help members betteerstand and engage with
ITSO processes.
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APPENDIX A PROJECT DELIVERABLES

The information provided in this report is a sumynaf the findings of a number of work
packages performed for the DfT. The following isstof the deliverables produced as part of
this project, from which the information providedthis report is taken:

Reference

Bench test Functional Specification, v1.0, 12" August 2008
Bench test Final Report, v1.2, 22M April 2009

Bench test Technical Specification, v1.0, 9" April 2009
Requirements and Scoping Study, v1.0, 3 April 2008

Risk Strategy, v1.0, 3 April 2008

ITSO Specification Enhancement Recommendations, v1.0, 31
October 2008

st

Scoping and requirements note, v1.0, 1* May 2009
Trial 1 Report, v1.0, 30™ April 2009
User Manual, Trial 1, v1.0, 21 May 2008
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APPENDIX B TRIAL USER MANUAL
EXTRACTS

This Appendix contains extracts from the Trial Ustanual that Consult Hyperion wrote to
explain to the trialists how to use their phongliace of an ITSO card and also to give trial
feedback.

B.1 Using the phone for travel

The phones are configured for use as Stored TRighits (STR) products, alongside a Youth
Concession. The phones are also configured sathitby can support period passes as well.
However, the bus ticket machines are set up to ajiigher priority to the Youth Concession
alongside STR, therefore the period pass will oelser be used if this preference is
specifically over-ridden by the bus driver.

B.1.1 Using Stored Travel Rights

Stored travel rights works in a similar way to tteange in your pocket. You load up the
stored travel product on your phone with value @ maximum balance of £50) and then
that value is decremented each time you presemtpfoane for travel.

Real money will not be used to top-up the valueldla the phone for the purposes of this
trial.  You will be provided with vouchers to enablou to top-up your application. These
vouchers should be handed to the driver when ydome top-up.

If you run out of vouchers, more can be obtainedhfiyour trial co-ordinator.
Your phone can be presented to the ITSO card read#re bus in order to either:
e Top up the stored value
» Debit the stored value (at youth concessionarysyate

All phones will be configured such that the holeell be eligible for youth concessionary
rates, irrespective of the actual age of the #tisli This will enable more journeys to be made
between top-ups and make the trial more convefderyou.

B.1.2 Using the period pass

The purchase of period passes is beyond the sdofsdrial. However, if your phone is
configured with a valid period pass, then this willable you to carry out your trial journeys
without having to top-up or debit the STR product.

In this case, you will be required to present yphione to the ITSO card reader on the bus,
and the driver will see that you are eligible fiaviel without any further payment.

If your phone is set up with a valid period pass yeill be informed by your trial co-
ordinator when it is provided to you.
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B.1.3 Presenting the phone to a reader

The Nokia 6131 is a “clam shell” style phone thah de used as a ticket both when closed
and when open. We recommend that the phone berntegsto the reader in the closed
position, face down, with the phone hinge pointingards you, as shown in Figure 10.

Figure 10: Presenting a closed phone to the bus card reader

The phone should also be read successfully byehader on the bus if open, provided the
screen, rather than the keypad, is presented,oagsim Figure 11 (face down) or Figure 12
(face up).
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Figure 11: Presenting the phone to the bus card reader open, face down

Figure 12: Presenting the phone to the bus card reader open, face up

B.2 The NoWcard phone application

Your trial phone contains an application that eaeahlou to see what ITSO data is on your
phone, provide feedback and request support.

B.2.1 Starting the application

To start your phone’s NoWcard application, do tieofving:
* Select “Menu”
» Select “Apps.”
» Select “NoWcard ITSO Trial”

The application will now start, and you will be peated with the main menu:
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Figure 13: NoWcard ITSO Trial application main menu

B.2.2 Card details

If you select card details from the main menu, goel presented with the following screen,
informing you of the ITSO serial number allocated your phone, and the expiry date
associated with that serial number. During norosge, you will not need to access this
information; however you may be requested to pmvidif at any time during the trial you
require technical support.

Serial: 633597012199997042

Expiry: 04 Jan 2010

Figure 14: Card details
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B.2.3 Available products

If you chose to view available products from themmaenu, you will be presented with the
following choices:

ITsQTrial

Concession

Stored Travel [(NoWcard)

Figure 15: Available products menu

B.2.3.1 Concession product details

When you select to view the Concession productildeffmm the available products menu
you are presented with a description of the typeoofcession, and the expiry date.

\

outh Concassion

Fxpires: Fri31 Dec 2010

Figure 16: Concession product details
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B.2.3.2 Stored Travel (NoWcard)

When you select Stored Travel (NoWcard) from theailable products menu, you are
presented with expiry and balance details, as showigure 17.

ITSOTrial

Stored Trawel (MolWeard)
Expires: Mewver

Ealamce: £15.70

Figure 17: Stored Travel product details

If you select “History”, at the bottom of the sanegou will be presented with a record of the
last three transactions, as shown in Figure 18.

[TSQTrial

NoWcard @

Stored Trawvel [(NoYcard)

Debit -£0.75 22 Apr 08 16:04

Load +£5.00 22 Apr 08 15:34
Debit -£1.65 21 4pr 08 09:14

Figure 18: Stored Travel transaction history
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B.2.3.3 Period Pass product details

When you select to view Period Pass product deft@ita the available products menu, you
are presented with the Period Pass expiry degalfllows:

Figure 19: Period Pass product details

If you select “History” at the bottom of the scregou are then presented with details of the
last three times the pass was used.

ITSOTrial

NoWecard @

Fass Used: 21 Apr 08 16:56
Fass Used 21 Apr 08 09:07

FPass Used 20 Apr0311:12

Figure 20: Period Pass transaction history
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B.2.4 Feedback

When you select feedback from the main menu, yeupaesented with a short series of
simple questions, the first of which is shown igle 21.

More than five times

Figure 21: First phone feedback question

Depending on whether or not you have used your e@ffiontravel in the last week, you will
then be presented with one or two further questiassdescribed in the following two
subsections.
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B.2.4.1 If you select zero

If you have not used your phone for travel in tast leek, select zero and you will then be
given the opportunity to tell us why. You will thée asked to confirm your feedback.

/ \
/ = =
f T

= vour feedback correct?
Usage: Zero

Wby mot:

“Why not? fo_pt'i(;nalj_

Mo reason given

Figure 22: Feedback after no usage in the past week

When asked to confirm your feedback, if you selges’, the phone will ask your permission
to send a text message containing the feedbacktrgmur phone will be provided to you
with plenty of credit to ensure that feedback taessages will not cause you to incur costs).
Once this message is sent, the application wilirneto the main menu. If you select ‘no’, the
feedback will not be sent, and the application wallurn you to the first feedback question
(see Figure 21).
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B.2.4.2 If you select one to five, or more than five

If your answer to the first feedback question iatks that you have used the phone for travel
recently, then we just want to ask you a couplguastions with regards to how successful
that usage has been. If your attempts to usehtbeepfor travel have worked first time, every

time, over the last week then the feedback promédba/ork as shown in Figure 23.

[TSOTrial

NoWecard @

s yvour feedback correct?

kLT il E .
ITSOTrial

Did it always waork? [optional]

=]

Mo

lUsage: One to five times

Dicl it always work: Yes

Figure 23: Feedback when phone usage has always been successful

Once again, when asked to confirm your feedbagkufselect ‘yes’, the phone will ask your
permission to send a text message containing tedbéek report (your phone will be
provided to you with plenty of credit to ensurettfeedback text messages will not cause you
to incur costs). Once this message is sent, thkcapon will return to the main menu. If
you select ‘no’, the feedback will not be sent, #imel application will return you to the first
feedback question (see Figure 21).

If you have experienced some problems, however,wile also give you the optional
opportunity to provide us with more detail about throblems you have encountered.
Therefore, after you have selected ‘no’ to the tjaesdid it always work? You will be
presented with the following screens:

Pall =
ITSOTrial

= vour feedback correct?
Usage: One to five times

Did it always work: No

"Wha_t happened?
(optional) What Happened:

[t could notbe read by the

machine,
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Figure 24: Feedback when phone usage has not always been successful

Once more, when asked to confirm your feedbagkpuf select ‘yes’, the phone will ask your
permission to send a text message containing tadbé&ek report (your phone will be
provided to you with plenty of credit to ensurettfeedback text messages will not cause you
to incur costs). Once this message is sent, thkcapon will return to the main menu. If
you select ‘no’, the feedback will not be sent, éimel application will return you to the first
feedback question (see Figure 21).

B.2.4.3 Feedback reminders

If we have not received feedback from you for aleyhive may send you a text message,
which will cause the phone application to ask ypermission to start up. If you click “OK”
to this request, the application with start up anthediately present you with the feedback
form.

B.2.5 Support

If you have any problems during the trial, there amumber of support options open to you.
If you select support from the phone applicatiooy will be presented with the following
screen:

[TSOTrial [TS0Trial

Fe Are you sUre youl want to request

callback?

Figure 25: Phone Support menu

END OF DOCUMENT
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